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Introduction

Many organizations are looking to Key Management Services to help protect their sensitive
data. Often, that data exists in different environments and different platforms, each with its own
native encryption solution. Ideally, the best approach is to have one KMS that can integrate with
many different environments and platforms and manage the encryption keys for all of them. The
difficulty is finding a product that can effectively integrate with all the different systems that make
up your data environment and manage the keys for them all. KeyNexus has the ability to
integrate with many different systems, providing a complete Unified Key Management Service.

This guide provides instructions for configuring KeyNexus and integration with the Nutanix
platform.

KeyNexus is a Unified Key Management Service that provides a centralized platform for the
management of encryption keys throughout their lifecycle. With KeyNexus, you can create or
import keys, store and rotate keys, and control key access by assigning them to a specific group
or user. KeyNexus can manage encryption keys for many different environments and platforms.

The Nutanix enterprise cloud platform is a converged, scale-out compute and storage system
that hosts and stores virtual machines. KeyNexus can be added as a Key Management Server,
managing the Key Encryption Keys used to protect the Nutanix Data Encryption Keys.

This guide was created using Windows 10, KeyNexus v2.0 and Nutanix v4.7. If the environment
and products you currently use are different from the ones used to create this document, your
workflow may be different.

System Requirements

Hardware Requirements

Hardware Requirement
Processor Recommended: Intel Quad core or higher
Memor Minimum: 6 GB RAM
y Recommended: 16 GB of RAM
Minimum: 20 GB of HD space
Storage

Recommended: 40 GB of HD space

Software Requirements

KeyNexus is normally provided as either an OVA or a VMDK file, depending on the type of
platform used to deploy the VM. Refer to your virtual machine platform’s documentation to
ensure your system meets the platform requirements. As long as your system software meets
the necessary requirements to run your virtual machine platform and meets the KeyNexus
hardware requirements, KeyNexus will perform as described.
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Supported Browsers

KeyNexus has been tested and is supported on the following browsers:

I Google Chrome Version 67.0.3396.99 (64-bit)

1 Safari Version 11.0.1 (12604.3.5.1.1)

1 Microsoft Edge Version 41.16299.15.0 (EdgeHTML 16.16299)
9 Firefox Version 54.0.1 (64-bit)

1 Microsoft Internet Explorer 11 Version 11.64.16299.0

Note: If you are using a browser version different from the ones shown here, your experience
might be different.

Port Configuration

Before you begin initialization and configuring KeyNexus, it is important to confirm the ports that
KeyNexus requires are open. If these ports are not open, you cannot access the KeyNexus
client, or successfully make modifications to a KeyNexus cluster.

KeyNexus Ports

In order to access the KeyNexus Subscription Activator and the KeyNexus client, there are
several ports that must be open. Make sure these ports are open in your firewall using the
protocol indicated.

1 port 8443 (TCP)
1 port 1443 (TCP)
1 port443 (TCP)

1 port 5696 (TCP)

Internode Communication

When configuring KeyNexus to operate as a cluster, there are ports that must be open in order
for the nodes that make up the cluster to communicate with one another. Make sure these ports
are open in your firewall using the protocol indicated.

1 port 8443 (TCP)

port 2377 (TCP)

port 7946 (TCP and UDP)
port 4789 (UDP)

port 50 (TCP)

= =8 =4 =9
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KeyNexus Deployment

Setting up KeyNexus involves the initialization of the nodes that make up a cluster, the
deployment of that cluster, and activating KeyNexus with a subscription key and the creation of
an Administrator account.

Cluster Node Initialization

To successfully configure your KeyNexus cluster, the nodes that make up that cluster must first
be initialized. Perform this operation on each node before adding it to your cluster. An
uninitialized node cannot be added to a cluster.

To access the KeyNexus Subscription Activator, open your browser and provide the URL
containing the IP address (for example https://<KeyNexus_|P>:8443 where
<KeyNexus_IP> is the IP address of the KeyNexus node), or the fully qualified domain name.
Make sure to add port 8443 to the end of the URL. The Subscription Activator page appears.

Note: When applicable, accept the self-signed certificate when navigating to the Initialize
Network Node, Cluster Configuration, or Account Login pages.

If you are initializing a network node for the first time, the Subscription Activator page appears.

D

KeyNexus Subscription Activator

POWERED BY KEYNEXUS

Cluster Node Initialization § -
This step initializes the node that you can later put into a cluster, Please note that all nodes

) Reboot you intend to put into the same cluster must be first initialized via this step with the same

. cdministrat: d.
Check if the system reguires a reboot to adopt network config administrator passwor

Network Configuration
®DHCP O static
Host will automatically configure network using DHCP

Terms Of Service

0 Accept Show Terms

Cluster Administrator Password

Pick your admin password

Pick your admin password (verify)

Initialize Node

To initialize a node

1. Select Reboot if your system requires a reboot in order for the network config to take
effect.
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Reboot

Check if the system requires a reboot to adept network config

2. Select DHCP or Static from the Network Config options.

Select DHCP to configure the network automatically using DHCP.

Select Static to manually configure the host and enter your valid network information (IP
Address, Network Mask, Network Gateway and DNS) in their respective fields.

Network Configuration
DHCP @ static

Customize static network configuration settings below
Node IP Address

example: 192.168.1.2

Network Mask

example: 255.255.255.0

Network Gateway

example: 192.168.0.1

DNS

example: 8.8.8.8

There are several considerations when deciding between using DHCP or Static IP:

1 When using DHCP, if the same IP address cannot always be provided to the
same node, DHCP should only be used for short term test clusters.

1 If you need to use DHCP in a production environment, ensure that the same IP is
provided to the same node using external tools such as pinned entries in the
DHCP server. This helps to ensure that the same IP is provided to the same
node.

9 Static IP can be used in a production environment to help ensure the same IP is
provided to the same node.

Note: If you select Static, change the IP address of the machine and choose the
Reboot option, the Cluster Configuration on the Initialize Network Node success page
does not advance you to the Cluster Nodes page. The IP in the address tab of the
browser is no longer associated with that node. You must connect to the activator again
with one of the new IPs to finish the configuration once the reboot is complete.

3. Click Show Terms to review the Terms of Service and click Accept to accept them.
Terms of service must be accepted to continue.
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4.

6.

Enter a Cluster Admin Password. Passwords must be 8-256 characters long. You
must provide this password when clustering nodes. All nodes in a cluster must share the
same password.

Click Initialize Node. If any configuration step has been missed or entered incorrectly,
that area is highlighted in red when you attempt to initialize the node. The information in
highlighted area must be entered correctly to continue.

When the node has been initialized, a message indicating the node has been
successfully initialized is displayed.

Click Cluster Configuration to continue.

Cluster Nodes

Use the Cluster Nodes page to enter the name and IP address of each node in your cluster.

Cluster Nodes

D

KeyNexus Subscription Activator B OWERSD Y FEvNEXUS

Qverall Progress:

Node IP

1. Setup Cluster Nodes
NODE #1

Specify nodes you wish to have in the cluster, The nodes must be initialized using the same
cluster administrator password.

Enter the name and IP address of your first node in the NODE #1 box.

Click Add Node to open an additional node box. Enter the name and IP address of the
second node. Repeat for each node you are adding to your cluster. When a valid node
name and IP address are entered, the border around the Node box turns green.

To remove a node, click the x in the top right corner of the node box. You cannot remove
NODE #1.

Once you have configured all the nodes in your cluster, click Continue to Specify License.
This button appears when at least one node contains a valid name and IP address is entered.

Use the License page to enter your subscription key, create a first admin username and
password, re-enter your cluster configuration password, and set the external IP address for the
node currently being configured.
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KeyNexus Subscription Activator

Subscription Key (License)

Paste or drag your subscription key here

Create Admin User

Pick your admin username

Pick your admin password
Pick your admin password (verify)

Cluster Administrator Password

External IP

192.168.1.67 [node1) r

Activate Cluster

D

POWERED BY KEYNEXUS

Overall Progress:

2. Enter License

Back to configure nodes

Admin User
Pick username and password for the user to access the keynexus service. User will be created
with administrator privileges.

Cluster Administrator Password

This is the password you choze when you activated nodes in this cluster. Remember that all
nodas in the duster must be activated with the sams password.

External IP

Provide the IP that refers to one of the nodes that is currently configurad.

Activate your KeyNexus Subscription

1. Provide your subscription key in the Subscription Key field. There are several ways you

can enter your key. You can enter your key manually, you can cut and paste the key
from a text file, or you can import the subscription key by dragging and dropping a text
file containing the subscription key into the Subscription Key field.

Once a valid subscription key is entered in the Subscription Key field, information
regarding the Business ID, the company associated with this subscription key, and the
subscription key expiry date are displayed.

Business ID; I omlums “w coomoms oo B o’ 0 mmem—
Company Name: KeyMexus Test
Expiration Date: 5/11/2019

Create an admin user by entering a name in the Pick your admin username field.

Enter a password in the Pick your admin password field and verify it in the Pick your
admin Password (Verify) field. The password must contain a minimum of 10
characters. KeyNexus uses a password strength meter to indicate the strength of the
password and provides tips for creating stronger passwords.

Note: The tips provided by the password strength meter are informational. As long as
your password meets the minimum length requirement, KeyNexus accepts the
password.

Page 9 of 22 KeyNexus



Nutanix Integration Guide KeyNexus

4. Enter the Cluster Configuration Password you created during the node initialization.

5. Select the External IP address from the dropdown list. This list is made up of the nodes
entered on the Cluster Nodes page.

6. Click Activate Cluster when all fields have been completed. It can take some time for
this action to complete.

Successful activation of the KeyNexus cluster brings you to a summary page that contains
information regarding your Business ID, the nodes in your cluster, the Administrator account

and company account details.

D

KeyNexus Subscription Activator EOWERED BY KEYNEXUE

Cluster has been activated successfully! Overall Progress:

Created business: IS T S T S

Nodes ¥ Done

- '

Administrator Account

Username: admin

Company Account Details
Company Name KeyMexus Test
Business ID i L ] ] n

License Expiration Date 5/11/2019

Click the Portal URL link or the Log In button to go to the KeyNexus login page, where the
Business ID and Username fields are prepopulated.
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KeyNexus Configuration
Account Login page

Once you have received your Business ID, provide the URL containing the IP address (for
example https://<KeyNexus_IP >/login or the fully qualified domain name into your
browser’s address bar. Make sure to add /login ~ to the end of the URL. You can log in with
your regular login credentials (Business ID, Username and Password), using Single Sign-On
(SSO0), or with a Client Certificate.

KEYNEXUS Business *

Account Login
Ny rname *

POWERED BY KEYNEXUS

1. Enter the Business Number provided on the Subscription Activation page in the
Business field.

2. Click the Login via SSO button if you have Single Sign-On (SSO) configured for this
account, otherwise enter a Username and Password in the applicable fields. Refer to
the Administration section for information regarding configuring the KeyNexus portal for
Single Sign-On.

3. Click Login.

4. Alternatively, click Sign in with client certificate. If you have previously generated a
client certificate, you can use it to sign in to the KeyNexus portal as the user associated
with the client certificate. Drag and drop the certificate file into the dialog, or click in the
dialog, locate the certificate and click Open. If you have not generated a client
certificate, refer to the Users section for instructions regarding the creation of a user with
an associated client certificate.
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Client Cert Authentication x

Drop your client certificate below or click to upload it.

A successful login advances you to the Dashboard Page.

KeyNexus Nutanix Integration

Configuring KeyNexus Part |

Once KeyNexus has been activated and deployed, the next step is to configure it so that it can
be used by Nutanix as a Key Management Server. This includes creating a new group, creating
a new key, generating new CA certificates and creating new users.

Add a Group

1. Click the Groups tab then click +Add Group. The Add New Group dialog appears.

2. Enter the name of the key group in the Group Name field. This name should follow a
naming convention to assist with the logical grouping of your keys.

Add New Group

Group Name *

Eanesl

Note: Group names cannot use uppercase letters.

3. Click Save. A message indicating that the new group was created appears in the top
right corner.

’ SUCCESS
Group nutanix has been added.

The new group now appears in the Group Name list.
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Add Key

Add a new key

1. Click +Add Key to advance to the Add or import new key dialog.

Add or import new key x
RSA keys with 2043/3075 bits strength and ECDSA keys.
Key Type *

RSA204% v

Import Existing Key
Key Name
nutanix1
9 May not contain uppercass latters

Key Description

ra
Key Group *
nutanic
Key Location *
Production v

Automatic Rotation

@ Enable to automat

& the key after 3 scheduled interval Pleass note that the key

will not be rotated until ne fi.e. just before provisioning
Disable Key Until Da’
B If active, then key datz will not be accessible until the provided date

2. Select Asymmetric (RSA), then select RSA2048 from the Key Type dropdown.

3. Provide a key name in the Key Name field. The key name cannot contain uppercase
letters. Use a key name that is easily identifiable as used with your Nutanix integration.

4. Provide a description of the key in the Key Description field. (optional)
5. Select the group you created earlier from the Key Group dropdown.
6. Select a key location (Production, Dev or Test) from the Key Location dropdown.

7. Click Save. A message appears indicating the key was successfully created.

’ SUCCESS
Key nutanix1 has been created.
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Configuring Nutanix Part |

The basic workflow for encrypting data on Nutanix is as follows:

The Drive Controller generates Data Encryption Keys (DEKs) which are used to encrypt the
drives, and Key Encryption Keys (KEKS) which encrypt the DEKSs.
The KEKs are stored in KeyNexus and retrieved when necessary.

1. Click the Gear icon located on the right side of the main menu and select Data at
Rest Encryption.

AHV

Data at Rest Encryption

This advances you to the Data at Rest Encryption page.

Data-at-Rest Encryption

2. Click Edit Configuration. This advances you to the Certificate Signing Request
Information page.
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Certificate Signing Request Information

Enter the following Information to generate the Certficate Signing Requests for the cluster.

3. Enter your Email, Organization, Organizational Unit, Country, City and State
information in the fields provided and click Save CSR Info. This information is
saved and used to create a certificate signing request.

4. Click Download CSR. This advances you to the Certificate Signing Request
page.

Certificate Signing Requests
e e ==

5. Click Download CSR for all nodes. This downloads a compressed folder to
your system, containing the CSR for each node in your cluster. Extract the CSR
files and store them in an easily accessible location.

6. Click the Back button to return to the Certificate Signing Request Information
page.

KeyNexus Configuration Part Il
Once you have downloaded the CSRs from Nutanix, the next step is to return to KeyNexus and
use those CSRs to sign a CA. This content of the CA is then used in the creation of new users

associated with the Nutanix integration, as well as the generation of signed certificates used by
Nutanix when configuring a key management server .
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1.

Log in to KeyNexus and Click the Certificates tab.

2. Click +Add Local CA.

3.

Page 16 of 22

Add New Local CA
CA Name *
certificate authority name

Common Name *

.. fully qualified host name

Organization Name

nutanidkey

Certificate Validity (in days) *

65

Add Local CA

Enter the CA Name, Common Name, Organization Name, Organization Unit,
Locality Name, State or Province Name, and Country Name in the Add New
Local CA dialog.

Select the key you created earlier from the Key dropdown, and confirm the

Certificate Validity time period, then click Add Local CA. A new CA now
appears in the list on the Certificate Authorities page.

Certificate Authorities

+ Add Local CA
CA Name Actions
66241647-d356-4227-9184-46cadc50uB12 Delete  Download | Sign C5R

Click Sign CSR beside the CA you just created. When the Sign CSR Request
dialog appears, navigate to the system folder where the downloaded Nutanix
CSRs are stored. Open the first file, copy the contents from the file into the CSR
request field and click Sign CSR.

KeyNexus
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Sign CSR Request *

€SR Request *

CCAVSCAQAmgDXCzAIBGNVEATTAKNBMGswC QY DVQQIDAICQzZER
MAZGATUE
BwwIVmljdGoyaWEXETAPBGNVEACME EtleWS e HVZMTkwNwYDVQQDD DA

My00Yjg4LTO 1 Z ATOWRIMYDOMDNIOWIz0 GV Z]YubnVOYWSpeCSjb20xF D
ASBgNV
BASMCOVUZ2IuZWVyaWSnMSEwHWYIKoZI hueNAQKBFhINZG 1pbkBrZXIuZ
XhicySu

ZXQxFzAVBgolkialk/IsTAESDACUGXRhBmIAM IC/AN BgkahKIGOwOBAQEFA
A0C
AgIAMIICCGRCAGE ASYALUILcopxDl 3ovylIPgreZGeokPxAQASSANQTzKz +1
D8oe -
eyf+khrljXHAZ0aVoWaShZAVKFOSVBOTeEoaiLFtiimDSkjM10Ey1 dQODds
Signed Certificate Validity (in days) *
365

Certificate Authority: 65241647-0aSh-427-2184-46cadc50us12

When the certificate download dialog appears, find the CN under the subject
heading and record the number stored there, excluding the nutanix.com at the
end. This will be the name of a new user in KeyNexus. Under Signed CSR, click
Copy to copy the contents of the field to your clipboard, then click Download to
download the certificate to your system.

Certificates Download x

Issuer
ooca
ST: British Columbia
L: Victoria
OU: Engineering
66e41647-da5h-4227-0124-
d6cadesousia

1647-da5kh-422T-2134-
py; D0e41647-8350-0227-0184,

46esdeSouB12
Subject
Coca
ST: BC

[0 = 1a3ce3 2085 257 0023 203b0032cts Jutanixcom
GU: Enginesring

emailAddress: sdmin@keynexusnet
UID: nutanix

Valid From: Aug 21, 2018 Z10 PM
Valid Until: Aug 21, 2018 310 P

Under CA Cert click Download to download the CA certificate.

When finished, click the Users tab and click Add User.

Enter the CN number you recorded earlier as the user name. If you do not use
this number, or you enter it incorrectly, you cannot successfully upload the

authentication certificate for this user, as it requires a match between the
username and the CN contained in the signed CSR.

KeyNexus
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10. Select Key Access User, the group you created earlier, and then select
Authenticate via Client Cert. Click Add User.

Add New User ®

Username *
2123c423-4b38-4510-0023-402b0b3Bects

User Rale

Administrator

11. When the Authentication Certificate Download dialog appears, click Upload.
In the Upload Certificate dialog, paste the CSR information you copied from the
signed CSR field and click Upload.

Upload Certificate x

CERTIFICATE mme
JCCA/KgAwiBAGIULEKSpuERTriyABKhai 360X ALSCWDOYIKo T hve A
QEL
BQAwgadxCzAIBgNVEAYTAKNE MRk wYDWOQID3BCemIaMolENvbHVE
YminMREw
D YDVQGHDARWAWMNOL2) pY TEUMBIGATU ECwwLRWSnaWSIZXUpbmasL.

NDetZGE1Yi00MMU3 L Thed DOsNDZ]YTRINTE2Z DEXMBAXDTEAM

DTESMDgYMIEIMDYzNVowgclxCzAlBgNVEAY TAKNEMOWC O

ZMThowr

12. Click the Certificates tab and click Sign CSR beside the CA you created earlier.
Navigate to the folder where the Nutanix CSRs are stored, open the next file and
copy the contents from the file into the CSR Request field and click Sign CSR.

13. Perform the same operation you did for the first file and create another user.
Perform this operation for each CSR. In this example there are four nodes in the

Nutanix cluster, each node requiring a CSR. When finished you should have a
CA cert from KeyNexus, a user for each CSR, and a certificate for each node.

Nutanix Configuration Part Il

Once the certificates and users have been created in KeyNexus, return to Nutanix to perform
the final steps for encrypting the cluster stored in Nutanix.
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1. Go to the Certificate Signing Request Information page and click Add New Key
Management Server. This advances you to the Add a New Key Management
Server page.

Add Address

Add a New Key Management Server

Enter a name and at least one address for the Key Management Server
NawmE
KeyNexus

ADDRESS PORT
35.231136165 443

2. Enter the Name, IP address, and Port Number for the KeyNexus instance.
KeyNexus normally uses port 5696 for communication using the KMIP protocol.
In the case of the example shown above, port 443 was used.

If you have deployed KeyNexus as a cluster, Click Add Address and enter the
IP address for each node in the cluster.

3. Click Save. This returns you to the Certificate Signing Request Information page.

4. Click Manage Certificates for the KMS you just created. The Manage Signed
Certificates page opens.

5. Click Upload Files and navigate to the location for the certificates you
downloaded from KeyNexus. Select all the certificates and click Open.

6. Click Submit.

Manage Signed Certificates Upload Files Test all nodes
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7. To test that the validity of the certificates, click Test CS beside the certificate
name or click Test All Nodes to test all certificates at once. Nutanix returns a
Verified message for a successful test.

Manage Signed Certificates Upload Files Testall n%s ‘

8. Click Back to return to the Certificate Signing Request Information page.

9. Click Add New Certificate Authority. The Add a New Certificate Authority
page opens. Here, you select the Certificate authority used to sign the node
certificates.

10. Enter a name in the Certificate Authority Name field, then click Upload CA
Certificate, navigate to the KeyNexus CA file location, select the CA and click
Open.

11. Click Save. This returns you to the Certificate Signing Request Information page.

12. At the bottom of the page click Enable Encryption.

13. Type ENCRYPTin all capitals and click Encrypt. When the cluster is successfully
encrypted, the key in the center of the screen turns gold.
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Enable Encryption?

ENCRYPT|

Data-at-Rest Encryption

g your cluster will help keep your Information safe.

Encryption State of Cluster: Soft

encryption Is enabled

KeyNexus
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